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§20.20 Applicability.

(a) The regulations in this subpart
apply to all State and local agencies
and individuals collecting, storing, or
disseminating criminal history record
information processed by manual or
automated operations where such col-
lection, storage, or dissemination has
been funded in whole or in part with
funds made available by the Law En-
forcement Assistance Administration
subsequent to July 1, 1973, pursuant to
title I of the Act. Use of information
obtained from the FBI Identification
Division or the FBI/NCIC system shall
also be subject to limitations con-
tained in subpart C.

(b) The regulations in this subpart
shall not apply to criminal history
record information contained in:

(1) Posters, announcements, or lists
for identifying or apprehending fugi-
tives or wanted persons;

(2) Original records of entry such as
police blotters maintained by criminal
justice agencies, compiled chrono-
logically and required by law or long
standing custom to be made public, if
such records are organized on a chrono-
logical basis;

(3) Court records of public judicial
proceedings;

(4) Published court or administrative
opinions or public judicial, administra-
tive or legislative proceedings;

(5) Records of traffic offenses main-
tained by State departments of trans-
portation, motor vehicles or the equiv-
alent thereof for the purpose of regu-
lating the issuance, suspension, revoca-
tion, or renewal of driver’s, pilot’s or
other operators’ licenses;

(6) Announcements of executive
clemency.

(c) Nothing in these regulations pre-
vents a criminal justice agency from
disclosing to the public criminal his-
tory record information related to the
offense for which an individual is cur-
rently within the criminal justice sys-
tem. Nor is a criminal justice agency
prohibited from confirming prior
criminal history record information to
members of the news media or any
other person, upon specific inquiry as
to whether a named individual was ar-
rested, detained, indicted, or whether
an information or other formal charge
was filed, on a specified date, if the ar-

28 CFR Ch. | (7-1-13 Edition)

rest record information or criminal
record information disclosed is based
on data excluded by paragraph (b) of
this section. The regulations do not
prohibit the dissemination of criminal
history record information for purposes
of international travel, such as issuing
visas and granting of citizenship.

§20.21 Preparation and submission of
a Criminal History Record Informa-
tion Plan.

A plan shall be submitted to OJARS
by each State on March 16, 1976, to set
forth all operational procedures, except
those portions relating to dissemina-
tion and security. A supplemental plan
covering these portions shall be sub-
mitted no later than 90 days after pro-
mulgation of these amended regula-
tions. The plan shall set forth oper-
ational procedures to—

(a) Completeness and accuracy. Insure
that criminal history record informa-
tion is complete and accurate.

(1) Complete records should be main-
tained at a central State repository. To
be complete, a record maintained at a
central State repository which con-
tains information that an individual
has been arrested, and which is avail-
able for dissemination, must contain
information of any dispositions occur-
ring within the State within 90 days
after the disposition has occurred. The
above shall apply to all arrests occur-
ring subsequent to the effective date of
these regulations. Procedures shall be
established for criminal justice agen-
cies to query the central repository
prior to dissemination of any criminal
history record information unless it
can be assured that the most up-to-
date disposition data is being used. In-
quiries of a central State repository
shall be made prior to any dissemina-
tion except in those cases where time
is of the essence and the repository is
technically incapable of responding
within the necessary time period.

(2) To be accurate means that no
record containing criminal history
record information shall contain erro-
neous information. To accomplish this
end, criminal justice agencies shall in-
stitute a process of data collection,
entry, storage, and systematic audit
that will minimize the possibility of
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recording and storing inaccurate infor-
mation and upon finding inaccurate in-
formation of a material nature, shall
notify all criminal justice agencies
known to have received such informa-
tion.

(b) Limitations on dissemination. In-
sure that dissemination of nonconvic-
tion data has been limited, whether di-
rectly or through any intermediary
only to:

(1) Criminal justice agencies, for pur-
poses of the administration of criminal
justice and criminal justice agency em-
ployment;

(2) Individuals and agencies for any
purpose authorized by statute, ordi-
nance, executive order, or court rule,
decision, or order, as construed by ap-
propriate State or local officials or
agencies;

(3) Individuals and agencies pursuant
to a specific agreement with a criminal
justice agency to provide services re-
quired for the administration of crimi-
nal justice pursuant to that agreement.
The agreement shall specifically au-
thorize access to data, limit the use of
data to purposes for which given, in-
sure the security and confidentiality of
the data consistent with these regula-
tions, and provide sanctions for viola-
tion thereof;

(4) Individuals and agencies for the
express purpose of research, evaluative,
or statistical activities pursuant to an
agreement with a criminal justice
agency. The agreement shall specifi-
cally authorize access to data, limit
the use of data to research, evaluative,
or statistical purposes, insure the con-
fidentiality and security of the data
consistent with these regulations and
with section 524(a) of the Act and any
regulations implementing section
524(a), and provide sanctions for the
violation thereof. These dissemination
limitations do not apply to conviction
data.

(c) General policies on use and dissemi-
nation. (1) Use of criminal history
record information disseminated to
noncriminal justice agencies shall be
limited to the purpose for which it was
given.

(2) No agency or individual shall con-
firm the existence or nonexistence of
criminal history record information to
any person or agency that would not be
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eligible to receive the information
itself.

(3) Subsection (b) does not mandate
dissemination of criminal history
record information to any agency or
individual. States and local govern-
ments will determine the purposes for
which dissemination of criminal his-
tory record information is authorized
by State law, executive order, local or-
dinance, court rule, decision or order.

(d) Juvenile records. Insure that dis-
semination of records concerning pro-
ceedings relating to the adjudication of
a juvenile as delinquent or in need or
supervision (or the equivalent) to non-
criminal justice agencies is prohibited,
unless a statute, court order, rule or
court decision specifically authorizes
dissemination of juvenile records, ex-
cept to the same extent as criminal
history records may be disseminated as
provided in paragraph (b) (3) and (4) of
this section.

(e) Audit. Insure that annual audits
of a representative sample of State and
local criminal justice agencies chosen
on a random basis shall be conducted
by the State to verify adherence to
these regulations and that appropriate
records shall be retained to facilitate
such audits. Such records shall include,
but are not limited to, the names of all
persons or agencies to whom informa-
tion is disseminated and the date upon
which such information is dissemi-
nated. The reporting of a criminal jus-
tice transaction to a State, local or
Federal repository is not a dissemina-
tion of information.

(f) Security. Wherever criminal his-
tory record information is collected,
stored, or disseminated, each State
shall insure that the following require-
ments are satisfied by security stand-
ards established by State legislation,
or in the absence of such legislation, by
regulations approved or issued by the
Governor of the State.

(1) Where computerized data proc-
essing is employed, effective and tech-
nologically advanced software and
hardware designs are instituted to pre-
vent unauthorized access to such infor-
mation.

(2) Access to criminal history record
information system facilities, systems
operating environments, data file con-
tents whether while in use or when
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stored in a media library, and system
documentation is restricted to author-
ized organizations and personnel.

(3)(i) Computer operations, whether
dedicated or shared, which support
criminal justice information systems,
operate in accordance with procedures
developed or approved by the partici-
pating criminal justice agencies that
assure that:

(a) Criminal history record informa-
tion is stored by the computer in such
manner that it cannot be modified, de-
stroyed, accessed, changed, purged, or
overlaid in any fashion by non-criminal
justice terminals.

(b) Operation programs are used that
will prohibit inquiry, record updates,
or destruction of records, from any ter-
minal other than criminal justice sys-
tem terminals which are so designated.

(c) The destruction of records is lim-
ited to designated terminals under the
direct control of the criminal justice
agency responsible for creating or stor-
ing the criminal history record infor-
mation.

(d) Operational programs are used to
detect and store for the output of des-
ignated criminal justice agency em-
ployees all unauthorized attempts to
penetrate any criminal history record
information system, program or file.

(e) The programs specified in para-
graphs (f)(3)(1) (b) and (d) of this sec-
tion are known only to criminal justice
agency employees responsible for
criminal history record information
system control or individuals and agen-
cies pursuant to a specific agreement
with the criminal justice agency to
provide such programs and the pro-
gram(s) are Kkept continuously under
maximum security conditions.

(f) Procedures are instituted to as-
sure that an individual or agency au-
thorized direct access is responsible for
(I) the physical security of criminal
history record information under its
control or in its custody and (2) the
protection of such information from
unauthorized access, disclosure or dis-
semination.

(9) Procedures are instituted to pro-
tect any central repository of criminal
history record information from unau-
thorized access, theft, sabotage, fire,
flood, wind, or other natural or man-
made disasters.
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(ii) A criminal justice agency shall
have the right to audit, monitor and
inspect procedures established above.

(4) The criminal justice agency will:

(i) Screen and have the right to re-
ject for employment, based on good
cause, all personnel to be authorized to
have direct access to criminal history
record information.

(ii) Have the right to initiate or
cause to be initiated administrative ac-
tion leading to the transfer or removal
of personnel authorized to have direct
access to such information where such
personnel violate the provisions of
these regulations or other security re-
quirements established for the collec-
tion, storage, or dissemination of
criminal history record information.

(iii) Institute procedures, where com-
puter processing is not utilized, to as-
sure that an individual or agency au-
thorized direct access is responsible for

(a) The physical security of criminal
history record information under its
control or in its custody and

(b) The protection of such informa-
tion from unauthorized access, disclo-
sure, or dissemination.

(iv) Institute procedures, where com-
puter processing is not utilized, to pro-
tect any central repository of criminal
history record information from unau-
thorized access, theft, sabotage, fire,
flood, wind, or other natural or man-
made disasters.

(v) Provide that direct access to
criminal history record information
shall be available only to authorized
officers or employees of a criminal jus-
tice agency and, as necessary, other
authorized personnel essential to the
proper operation of the criminal his-
tory record information system.

(5) Bach employee working with or
having access to criminal history
record information shall be made fa-
miliar with the substance and intent of
these regulations.

(g) Access and review. Insure the indi-
vidual’s right to access and review of
criminal history information for pur-
poses of accuracy and completeness by
instituting procedures so that—

(1) Any individual shall, upon satis-
factory verification of his identity, be
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entitled to review without undue bur-
den to either the criminal justice agen-
cy or the individual, any criminal his-
tory record information maintained
about the individual and obtain a copy
thereof when necessary for the purpose
of challenge or correction;

(2) Administrative review and nec-
essary correction of any claim by the
individual to whom the information re-
lates that the information is inac-
curate or incomplete is provided;

(3) The State shall establish and im-
plement procedures for administrative
appeal where a criminal justice agency
refuses to correct challenged informa-
tion to the satisfaction of the indi-
vidual to whom the information re-
lates;

(4) Upon request, an individual whose
record has been corrected shall be
given the names of all non-criminal
justice agencies to whom the data has
been given;

(5) The correcting agency shall notify
all criminal justice recipients of cor-
rected information; and

(6) The individual’s right to access
and review of criminal history record
information shall not extend to data
contained in intelligence, investiga-
tory, or other related files and shall
not be construed to include any other
information than that defined by
§20.3(b).

[41 FR 11715, Mar. 19, 1976, as amended at 42
FR 61595, Dec. 6, 1977]

§20.22 Certification of compliance.

(a) Bach State to which these regula-
tions are applicable shall with the sub-
mission of its plan provide a certifi-
cation that to the maximum extent
feasible action has been taken to com-
ply with the procedures set forth in the
plan. Maximum extent feasible, in this
subsection, means actions which can be
taken to comply with the procedures
set forth in the plan that do not re-
quire additional legislative authority
or involve unreasonable cost or do not
exceed existing technical ability.

(b) The certification shall include—

(1) An outline of the action which has
been instituted. At a minimum, the re-
quirements of access and review under
§20.21(g) must be completely oper-
ational;
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(2) A description of any legislation or
executive order, or attempts to obtain
such authority that has been instituted
to comply with these regulations;

(3) A description of the steps taken to
overcome any fiscal, technical, and ad-
ministrative barriers to the develop-
ment of complete and accurate crimi-
nal history record information;

(4) A description of existing system
capability and steps being taken to up-
grade such capability to meet the re-
quirements of these regulations; and

(5) A listing setting forth categories
of non-criminal justice dissemination.
See §20.21(b).

§20.23 Documentation:
OJARS.

Within 90 days of the receipt of the
plan, OJARS shall approve or dis-
approve the adequacy of the provisions
of the plan and certification. Evalua-
tion of the plan by OJARS will be
based upon whether the procedures set
forth will accomplish the required ob-
jectives. The evaluation of the certifi-
cation(s) will be based upon whether a
good faith effort has been shown to ini-
tiate and/or further compliance with
the plan and regulations. All proce-
dures in the approved plan must be
fully operational and implemented by
March 1, 1978. A final certification
shall be submitted on March 1, 1978.

Where a State finds it is unable to pro-
vide final certification that all re-
quired procedures as set forth in §20.21
will be operational by March 1, 1978, a
further extension of the deadline will
be granted by OJARS upon a showing
that the State has made a good faith
effort to implement these regulations
to the maximum extent feasible. Docu-
mentation justifying the request for
the extension including a proposed
timetable for full compliance must be
submitted to OJARS by March 1, 1978.
Where a State submits a request for an
extension, the implementation date
will be extended an additional 90 days
while OJARS reviews the documenta-
tion for approval or disapproval. To be
approved, such revised schedule must
be consistent with the timetable and
procedures set out below:

(a) July 31, 1978—Submission of cer-
tificate of compliance with:

Approval by
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